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Upravljacke konfiguracije
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Centralno upravljanje



Dislocirano upravljanje

Local I/O

Power
Processor
Input
Output

Remote |/O

o
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Power
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Communication 1)
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SCADA level

Process bus

Process Level

Field bus

Field level

Network
Management

Sensor/
Actor
Bus

direct 1/0O

Programmable
Logic Controller




Hijerarhija industrijske automatizacije

WAN (Serveri, radne stanice, PC)

LAN (Serveri, radne stanice, PC)

LAN (Radne stanice, HMI)

Fieldbus (PLC, CNC, PC)

Senzorska mreza

Razina 4

Razina 3

Razina 2

Razina 1

Razina O

TAB]SOS TTIETIOJU]

eleznjewoine eysfmsnpuy



Razina korporacijskog upravljanja

WAN (Serveri, radne stanice, PC)

LAN (Serveri, radne stanice, PC)

Upravljanje

proizvodnjom

LAN (Radne stanice, HMI)

Fieldbus (PL.C, CNC, PC)

Senzorska mreza

Procesna automatizacija
- Ethemet, MAP, TCP/IP
- Ethemet/IP, Modbus/TCP

Automatizacijski sustavi upravljanja

- Profibus
- ControlNet

Senzori 1 aktuatoeri

- CAN, DeviceNet, SDS
- ASI, Bitbus, Interbus

Razina 4

Razina 3

Razina 2

Razina 1

Razina O

TAB]SOS TTIETIOJU]

eleznjewoine eysfmsnpuy



Razina upravljanja proizvodnjom

WAN (Serveri, radne stanice, PC)

Upravljanje
korporacijom

LAN (Serveri, radne stanice, PC)

LAN (Radne stanice, HMI)

Fieldbus (PL.C, CNC, PC)

Senzorska mreza

Procesna automatizacija
- Ethemet, MAP, TCP/IP
- Ethemet/IP, Modbus/TCP

Automatizacijski sustavi upravljanja

- Profibus
- ControlNet

Senzori 1 aktuatoeri

- CAN, DeviceNet, SDS
- ASI, Bitbus, Interbus

Razina 4

Razina 3

Razina 2

Razina 1

Razina O

TAB]SOS TTIETIOJU]

eleznjewoine eysfmsnpuy



Razina procesne

WAN (Serveri, radne stanice, PC)

automatizacije

Upravljanje
korporacijom

LAN (Serveri, radne stanice, PC)

Upravljanje

proizvodnjom

LAN (Radne stanice, HMI)

Fieldbus (PL.C, CNC, PC)

Senzorska mreza

Automatizacijski sustavi upravljanja

- Profibus
- ControlNet

Senzori 1 aktuatoeri

- CAN, DeviceNet, SDS
- ASI, Bitbus, Interbus

Razina 4

Razina 3

Razina 2

Razina 1

Razina O

TAB]SOS TTIETIOJU]

eleznjewoine eysfmsnpuy



Razina automatizacijskih sustava upravljanja

WAN (Serveri, radne stanice, PC)

Upravljanje
korporacijom

LAN (Serveri, radne stanice, PC)

LAN (Radne stanice, HMI)

Fieldbus (PLC, CNC, PC)

Senzorska mreza

Upravljanje

proizvodnjom

Procesna automatizacija
- Ethemet, MAP, TCP/IP
- Ethemet/IP, Modbus/TCP

Senzori 1 aktuatoeri

- CAN, DeviceNet, SDS
- ASI, Bitbus, Interbus

Razina 4

Razina 3

Razina 2

Razina 1

Razina O

TAB]SOS TTIETIOJU]

eleznjewoine eysfmsnpuy



Razina senzora i aktuatora

Upravljanje

WAN (Serveri, radne stanice, PC) korporacijom

Upravljanje

proizvodnjom

LAN (Serveri, radne stanice, PC)

Procesna automatizacija

- Ethemet, MAP, TCP/IP
LAN (Radne stanice, HMI) - Ethemet/IP, Modbus/TCP

Automatizacijski sustavi upravljanja

- Profibus
Fieldbus (PLC, CNC, PC) - ControlNet

Senzorska mreza

Razina 4

Razina 3

Razina 2

Razina 1

Razina O

TAB]SOS TTIETIOJU]

eleznjewoine eysfmsnpuy



Slojevi OSI referentnog modela

7.| Aplikadijski sloj

6. | Prezentacijski sloj Korisniéko

5 Sloj sesije 4

4| Transportm sloj

3.|  Mresni doj

2.| Podatkovni sloj Hardver sustav

1.|  Fizidki sloj




TGP i LIDIP

Transmitted data

Destination
node

Local node -
e
ACK
" Re-transmitted data
Transmitted data
Local node

............................................

ACK (only when
processed by application)

» Destination

node




Bit:

20 octets

8 octets

it:

0 4 8 16 31
L .l
Source port Destination port
Sequence number
Acknowledgment number
Header -
length Reserved Flags Window
Checksum Urgent pointer
Options + padding
(a) TCP header
0 16 31
Source port Destination port
User data
Segment length Checksum ! |
(b) UDP header m,‘ i
header
P

header

Network
header

Application
byte stream

TCP
segment

1P
datagram

Network-level
packet



FTP

FTP service request
FTP e —— FTP

Client |@—u | Server
File transfer




Prijenos podataka




Paralelan i serijski prijenos podataka

- 1
- 0
1
-
Receiving |« 0 Transmitting
side =< 1 side
- 1
- 0
» 1
(LI LT L]
Receiving 10101101 Transmitting
. ~€ .
side side




Paralelan i serijski prijenos podataka

I S T

Broj prenesenih bitova u 1 bit
jednom pulsu
2. Broj potrebnih linija za 1 linija
prijenos n bitova
Brzina prijenosa Sporo
Cijena prijenosa Niska — potrebna jedna
linija
5. Primjena Udaljena komunikacija

izmedu dva uredaja

n bitova
n linija

Brzo

Visoki — potrebno n linija

Na malu udaljenost npr.
ra¢unalo — printer



Prijenos podataka

Simplex

Half-duplex

Full duplex

Full/full duplex

Direction of data

Station 1 Station 2
Direction of data at time ¢,
Station 1 Station 2
<
Direction of data at time ¢,
Direction of data at all time
Station 1 - ~ Station 2
) f data _
Station 1
M Station 3

data




Prijenos podataka

Uredaj

Stanica Stanica
Tx Tx : <
Uredaj Master |
B uredaj
Rx Rx - -
Stanica Stanica
3 4




Topologija




Topologija

Star Ring Line, Bus

b £53 7 %,

Tree Meshed network Daisy chain




Metode pristupa

» Prozivanje (engl. pooling)
» Token-passing
» CSMA/CD.



Master/slave

Crio

Mational
Instruments

Vision
Camera Bar Code

E Rl}hﬂt Scanner
Controller “Slaves”




-to-peer

Peer

C/

C/




Prijenosne metode

Asinhroni signal

Sinhroni signal

~

Proizvoljni razmak

Vremenski razmak




Prijenosne metode

. Data bits - -
S ~ Data of
Start bit parity bits Stop bit(s)
«—> < “ S
| Y ] 170
0 b, b, b,y by b, b bg ot b, 1 1

Asinhroni



Prijenosne metode

8 bits 8 bits 8 bits Up to 2! bits 16 bits 8 bits
01111110 Address Control M ; Frame check] 01111110
= essage bits .
Delimiter field field sequence | Delimiter
N
Y Y
Preamble Postamble

Sinhroni




Prijenosne metode

Primjer: Usporediti prijenos podataka od 10 kB pomocu asinkronog prijenosa i

sinkronog prijenosa. Odrediti u¢inkovitost (10 kB = 80 kbit).

Asinhroni: Dodaje 3 bit-a (1 Start i 2 Stop bit) za svaki preneseni bajt.
80 kbit + 30 kbit = 110 kbit

prenesneno podataka 80 kbit
= = 0,7273 - 72,73%

ef tkasnos ukupan broj bitova 110 kbit

Sinhroni: Dodaje 4 bajta (32 bit) za cijeli 10KB paket podataka.
80 kbit + 32 bits = 80.032 kbit

prenesneno podataka 80 kbit
ukupan broj bitova ~ 80,032 kbit

= 0,9996 — 99,96%

efikasnost =



Prijenosne metode

Prednosti Nedostatci

LTI Rl[SS6E Jednostavno, ne zahtijeva Visoki udio bitova jedinstveno

sinkronizaciju obje

za kontrolne svrhe i stoga ne
komunikacijske strane donose korisne informacije
Jeftini, jer asinkroni prijenos
zahtijeva manje hardvera
Postava je brza od ostalih
prijenosa

ST IS Veda propusnost Nesto slozenije
Hardver je skuplji




Detekcija greske

0|01 [0|0]|1] 1] 0| DataSent

Changed bit

0 | Data Received

Single bit error

Bits changed by burst amor

Length of burst emor=8
Riirat Frrar



Detekcija greske - provjera pariteta

Parm paritet
Bitovi podataka
01011011
01010011

L ‘1'=pama
Pantetrns bit A

1 6

0 4

Neparmi paritet
Bitovi podataka
01011011
01010011

L ‘I'=neparna
Pantetni bit ‘Y
0 5




Detekcija greske - provjera sume

H e | | o W o r | d ;
48 65|6C 6C|6F 20|77 6F |72 6C| 64 2E

4865 + 6C6C + 6F20 + 776F + 726C + 642E + carry = 71FC

Data Item Checksum Data Item Checksum

In Binary Value In Binary Value
0001 1 0011 3
0010 2 0000 0
0011 3 0001 1
0001 1 0011 3
totals 7 7



Detekcija greske - ciklicka kontrola pogresaka

out a

b?
| shift register
<«—{7]0[1]1]0

\

ouiput
vaiue

value to be
shifted in

a b out
0 0 0
0 1 1
1 0 1
1 1 0
0 shift register 4
-!—\ 0|1(1(0¢(1
output input
chaﬁges . shifr)s in

nput -



Upravljanje pogreskom

» Dvije vrste pogresaka
o Izgubljeni okvir - nikada ne stigne ili je previse pogresaka
o Osteceni okvir - pogreska u bitovima, ali prepoznatljiva
» Tehnike uklju¢uju
° Otkrivanje pogresaka (npr. CRC)
o Pozitivna potvrda - ako nema pogresaka

> Ponovno slanje nakon vremenskog ograni¢enja - nije
primljen ACK

° Negativna potvrda i ponovni prijenos

PDU trans-
mission time

Propagation time

Time-out interval

PDU 0 lost;

A retransmits

Time-out interval

ACKO lost;

A retransmits

A

{i
[
[

~

=

fr.amco

ACKL

’}ﬂmc J

y

frime I

ACKO

Y

. ACK trans-
4 mission ume

Time

] B discards

duplicate PDU



Mrezna oprema

» Obnavlja¢ (engl. Repeater)
» Usmjeriva¢ (engl. Router)
» Premosnik (engl. Bridge)

» Poveznik (engl. Gateway)
» Koncentrator (engl. Hub)
» Preklopnik (engl. Switch)

» Pretvornik za medij (engl. Media Converter)



Mediji za prijenos podataka - mjere za performanse

» Kasnjenje (delay, latency ) — mjeri se u vremenskim jedinicama.

» Propusnost (throughput) — mjeri se u bitovima po vremenskoj jedinici.
° Propusnost mjeri stvarnu koli¢inu podataka koji se mogu slati u jedinici vremena.

> Sirina pojasa daje teorijsku gornju granicu za propusnost koju postavlja sam fizicki medij.



Mediji za prijenos podataka

Coaxial

Twisted pair

E—

Fiber optic

Wireless system




Parica

neokiopljeni pariéni neoklopljeni paritni
oﬂabeli kabeli sa zajedni¢kim
oklopom
oklopljeni paritni oklopljeni pariéni
kabeli sa zajednitkim kabe?i
oklopom
XX/XX
A 4 4
Oklapanje snopa: Kabelski element:
U =neoklopljeno TP = upletena parica
F = oklopljeno folijom Q =upletena Cetvorka
S = oklopljeno pletenicom
SF = oklopljeno pletenicom i folijom
Oklapanje elementa

U = neoklopljeno
F = oklopljeno folijom




Parica

KATEGORIJA | FREKV. OPSEG PRIMIENA
1° 1 MHz Andogni prijenos
2" 4 MHz Analogni i digitalni prijenos
Token Ring 4 Mhbit/s,

3 16 MHz 10Base-T. 100Base-T4

4 20 MH= LAN

5 100 MHz Token Ring 16 Mbit's, Token Ring 100 Mbit/s,

) ATM 25 Mbit/s ATM 155 Mbit/s, 100Base-TX, 1000Base-T

- . LAN( poboljiana kategorija 3,

- € 100 MHz strozi zahtjevi u pogledu presluZavanjai dabljema )

6 250 MHz 1000Base-TX, ATM LAN 1200 Mbit/s

64 500 MHz 10Gbase-T

7 650 MHz 1000Base-TX2

Ta 1000 MHz 10Gbase-T, Broadband CATV

A — Avsmented (profiren), Kategorija 112 s2 vie ne koristi




Parica

| l I ( I f ) | | (

1 2l 3l 4 sl gl 7 g 1l 2l 3 4 sl gl 7 g 1 2 | A g
RJ-45 TERA
EN 60603-7 EN 60603-7-7 EN 61076-3-104

zakat.7 1zvod 3".4'.5'16'
zakat5161zvodh 3.4516




I+
Ix-
Rx+

Rx-

Parica

} ;-Ps

k) 3|

33—' % P1 P2

[ 6]

% ;_-m
Ravni T568 A

VODIC U 4-PARICNOM KABELU

IZVOD
NA RF-45 TS68A T568B
1 Bijelo / zelena Bijelo / narancasta
2 Zelena Naranéasta
3 Bijelo / naranéasta Bijelo / zelena
- Plava Plava
5 Bijelo / plava Bijelo / plava
6 Naranéasta Zelena
7 Bijelo / smeda Bijelo / smeda
8 Smeda Smeda
T p—p "
Rx+ [3) 3
% %' P1 > P3
Rx- E 8]
o 1 P4
Rawvni T568 B

KnZni




Parica

P

e jeftino i lako dostupno
e fleksibilnost, male tezine
* jednostavan za instalaciju

* osjetljivost na smetnje i buke
e problem slabljenja
e analogni, ponavljadi potrebni svakih 5-6 km
e digitalni, ponavljaci potrebni svaka 2-3 km
e relativno niske propusnosti (100 MHz)



Koaksijalni kabel

outer jacket
(polyethylene)
shield
(braided wire)

insulating materi

copper or alumiM
conductor



Koaksijalni kabel
P

* ve¢a propusnost
* 400 do 600 MHz

* jednostavno spajanje (prednosti i mane)
e mnogo manje osjetljiv na smetnje od parica

e visoka stopa prigusenja, skupo na velike udaljenosti - vise ponavljaca - posebno za
digitalno na veéim brzinama prijenosa

e ponavljaci potrebni svaka 2-3 km

* glomazan



Opticko vlakno

N1 & 7 Omotac staklene jezgre

N2 —» Oy (Oloef Ot | Ot Staklena jezgra

N1 & Omotac staklene jezgre
Oyl = Olgef

N1 <N2 Indeksloma svjetlosti



Opticko vlakno

FC konektor ST konektor SC konektor

LC konektor FDDI konektor



Opticko vlakno
P

e vedi kapacitet (stotine Gbps)
* manja veli¢ina i manja tezina
* malo slabljenje

* otpornost na smetnje okolisa

e vedi razmak repetitora - desetci KM
e vrlo sigurno zbog poteskoée pri spajanju i nedostatka zracenja signala

e skupi preko kratke udaljenosti
* zahtijeva kvalificirane instalatere
* dodavanje dodatnih ¢vorova je tesko



Usporedba
Brzina - Mbps Propusnost MHz Ponavl)ac1-km

Parica
Koaksijalni kabel 500 500 1-10
Optiéko vlakno 200000 200000 10-50



Bezicni prijenos

» Radio valovi
» Infracrvene zrake

» Laserske zrake



SCADA level

Process bus

Process Level

Field bus

Field level

Network
Management

Sensor/
Actor
Bus

direct 1/0O

Programmable
Logic Controller
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Dislocirano upravljanje

Local I/O

Power
Processor
Input
Output

Remote |/O

o

Stop/Start )

Power

Input

Output

Y

Communication 1)

o

On/Off
control




Komunikacija

Serial Port Module Ethernet Module



Serijska

Programmable logic controller

Serial cable
Point-to-point Serial
l_ communications messages
e L] Serial data
communications
e
PLC

Operator interface



4 ( 000 7 <q>
S, \ 0000 / °
\. y/
|
6 7 8 9
PINBR. | DB-9 SIGNAL OPIS - NAMIENA
1 DCD Signalizacija uspostave veze
2 RxD Prijem podataka
3 TxD Slanje podataka
- DIR DTE ureda spreman zarad
5 GND Masa signala
6 DSR DCE ureda spreman zarad
7 RTS Zahtjev za slanje podataka
8 CTS Uredaj spreman za prijem podataka
9 RI Signalizacija zvonjenja




PINBR. | DB-25 SIGNAL OPIES - NAMIENA
1 PG Zadtitno uzemljenje
2 TxD Slanje podataka
3 RxD Prijem podataka
- RTS Zahtjev za slanje podataka
5 CTS Uredaj spreman za pnijem podataka
6 DSR DCE ureda spreman zarad
7 GND Masa signala
8 DCD Signalizacija uspostave veze
9* Prikljucak za potrebe testiranja
12345678310111213 10* Prikljuéak za potrebe testiranja
R s 11
12* DCD Signalizacija uspostave veze
13* CTS Uredaj spreman za pnijem podataka
14* TxD Slanje podataka
15* Signal takta predajnika (DCE)
16* RxD Prijem podataka
¥ i Signal takta prijemnika
18
19* RTS Zahtjev za slanj e podataka
20 DIR DTE uredaj spreman za rad
a* Detekdja kvalitete signala
22 RI Signalizacija zvonjenja
# 5 g Detekdija brzine prijenosa podataka
24* Signal takta predajnika (DTE)
25

*Sekundame linije



RS-232 i RS-485

RS-232 RS-485
Mode of Operation SINGLE-ENDED DIFFERENTIAL
Total Number of Drivers 1 DRIVER 32 DRIVER
and Receivers on One Line 1 RECEIVER 32 RECEIVER
Maximum Cable Length 50 FEET 4000 FEET
Maximum Data Rate @Max length | 20kb/s 100kb/s
Driver Output Signal Level
(Loaded Min.) Loaded +/-5V to +/-15V +/-1.5V
Driver Output Signal Level
(Unloaded Max) Unloaded +/-25V +/-6V
Driver Load Impedance 3kQ to 7kQ 540
Max. Driver Current in
High Z State Power On N/A N/A
Max. Driver Current in
High Z State Power Off +/-6mA @ +/-2v +/-100uA
Slew Rate (Max.) 30V/uS N/A
Receiver Input Voltage Range +/-15V -7V to +12V
Receiver Input Sensitivity +/-3V +/-200mV
Receiver Input Resistance 3kQ to 7kQ > 12kQ




Analogna strujna petlja 4-20 mA

AN
Rmd&‘:a
—— +24V
420 mA Analogni sgnd =
= Prijemmk
Rmazs % 250 Q
AN :




Ethernet

Local area network (LAN)




CSMA/CD protokol

Stanica A Stanica B
0110.. | —
Paket se Salje u vremenut=0
Stanica A
©)
-—

b)

Stanica A

Stanica B

[0110... ] [1010... |

Sudar paketau vremenut=T

Stanica B

Signal zaguSenja se vracau vrememu t= 2T



Ethernet - struktura

Preambula

7 bajta

SFD

1 bajt

Odredisna
adresa

6 bajta

Izvorisna
adresa
6 bajta

Duljina/tip
podataka
2 bajta

LLC/Podaci

1500 bajtova

Provjera
greske (CRC)
4 bajta




Adresiranje

B0-48-7A-93-F2-1E
B0:48:7A-93:F2:1E
B048.7A93 F21E
6 bajta = 12 hex zmamenki =48 bita



Ethernet standardi

Ethernet
evolution

Standard Fast Gigabit Ten-Gigabit
Ethernet Ethernet Ethernet Ethernet

10 Mbps 100 Mbps 1 Gbps 10 Gbps



[P Adresiranje

Klasa A
Klasa B
Klasa C
KlasaD
KlasaE

1. bajt

01110011 00011000 00101101 01001110

2. bajt

~\ /_

3. bajt

115.24.45.78

4. bajt

10

110

1110

1111

Klasa A
Klasa B
Klasa C
KlasaD
KlasaE

1. bajt

2. bajt

3. bajt

4. bajt

0-127

128-191

192223

224239

240-255




[P Adresiranje

KLASA IP ADRESE PREFIKS
A 10.0.0.0. - 10255 255 .255. /8
B 172.16.0.0. - 172.31.255.255. /12
C 192.168 .0.0. - 192.168.255.255. /16




Komunikacija

Remote HMIs

Database/Web server

SLC

for monitoring
and diagnostics

Ethernet LAN

~llllllllllll.ll.lllullll ll‘lllllllllIIIIIIIllllllllll!lllllllll

Virtual assembly and : PROFIBUS
machining cells

Cell
control

Soft

control

DeviceNet j

PLC.




Sabirnicki protokoli

—
Dem

INDUSTRIAL
ETHERNET



Sabirnicki protokoli

Y= up

I Controller

Measure

Field instrument

Measure ? Fieldbus w

Controller

Field instrument



Foundation Fieldbus

Server Radna Stanica

HSE 100 Mut's

(U) Fieldbus ureda;
i Ventil/ Aktuator

( pkip )

'HS]-:]

 premosnik

H1-3125 kiut's

OOE OO

H1-3125 kbit's

PO= OO



Foundation Fieldbus

Slojevi OSImodela Slojevi Foundation Fieldbus modela
iy ey % R Funkcijski DD programi
L Eeofasan ) ( Korisnidki sloj ) blokovi | (Device Descriptions)
R, °
FMS =
(Fieldbus Message Specification) |%E
7. Aplikadijski sloj e 2k
(Fieldbus Access Sublayer)
Komunikadjski
3.-6. sloj e Ne koriste se
2. Podatkovni sloj Podatkovni sloj
1. Fizicki sloj Fizidki sloj Fizicki sloj




Profibus

Factory/plant level TCP/IP

Ethernet

Demanding tasks,
extensive data

Cell/control level

High-speed, PROFIBUS DP/FMS

modest data

egment e -
coupler pROFIBUS PA : Exi

T 0 0.

L
Control  Transmitters DP :

|

|

I

Controllers

Field level

Sensors Actuators Drives Remote

[/0 waves cells

< [EC 61158-2 > < [EC 61158-2 —»
12 Mbps 31.25 kbps




Profibus

OSIsloj FMS DP PA
K“;‘;éh FMS profili | DP profili PA profili | i
DP prosirenja
- FMS (Field Message (DP-V1,DP-V2)
Specification) DP osnovne funkcije (DP-V0)

2 FDL (Fieldbus Data Link)

IEC (MBP) suelje

1 RS485/Optika

IEC 61158-2 (MBP)




Profinet

PROFInet

(Non time-critical)

(Real-time)




Profinet

PROFINet stack Non time-critical Real-time
(OSI model): communication communication

7 - Application Layer
6 - Presentation Layer

5 - Session Layer

4 - Transport Layer Tar/ UDP PRAFINET

2 - Data Link Layer

1 - Physical layer

Network



CAN

’
>
s Rterm

A}
)

<
thnn:’

Stub Length

——

CAN Node

Not Terminated
At Node

ISO 11898-2 Network

Stub Length

CAN Node

Not Terminated
At Node

(( Stub Leng

=

CAN Node
Not Terminated
At Node




EtherCAT

Ethernet header

Ethernet Data

14 byte

2 Byte

44 - 1498 Byte

4 Byte

Ethernet header

Length

Reserv.

Type

1..15 Datagrams

CRC

Data

WC

Data

WC




DeviceNet

/O Module DeviceNet
Scanner
Module

k:;
ot
=
e (18

%J7
-
=)

S

4-wire cable

Conventional system and connector DeviceNet system



DeviceNet
scanner

DeviceNet

LI

- o

DeviceNet
port

Sensor




EtherNet/IP

Corporate network

Office
applications,

11,
Back-office mainframes and
servers (ERP, MES, etc.)

—_—
_—
Camera - =
AT E .-

Supervisory
control

=

e |

Controller

Motors, drives
actuators

Robotics

Industrial network

internetworking,
data servers,
storage

Phone

Safety
controller

Sensors and other
input/output devices



ModBus

MODBUS komunikacija
- »
PLC Dnve HMI o PLC I'o
MODBUS na lh_/
L
A
Gateway Gateway Gateway
-
i1
o 2
B— PLC & E v il— PLC
& 2 : T
= = 2 z
o = > o
e ‘ © - c ,
= B ro = o % B— IO
2 o 3 2
= = s R
B— HMI B——| Ureda
Uredaj
redaj v

| | Fieldbus and Networking in Process Automation




ModBus

Master
Upit prema
siave uredaju n
= —--------- —s
Odgovor slave
uredaja »n
Slave 1 Slave 2 Slave n

U | Fieldbus and Networking in Process Automation




Building technology, control and
automation levels, trouble-free
processes, storage systems

Highly dynamic processes,
electronic drives

10pus 100ps 1ms 10 ms 100 ms 1s

1us

Response time / jitter

.|
i
HER

Industrial Ethernet Facts — system comparison



Kompatibilnost

Criteria PROFINET POWER- EtherNet/ EtherCAT | SERCOS Il
RT | IRT LINK IP

PROFIBUS CANopen | DevioeNet CANopen SERCOS 1l

Downward
compatibility

=
_’-’--n

Industrial Ethernet Facts — system comparison

——



Podrzane topologije

Criteria PROFINET POWER- EtherNet/ EtherCAT | SERCOS IlI

RT | IRT LINK P
e

Tree
topology + * +

Star
topology

Ring
topology

Daisy-chain
topology
e ——

® Industrial Ethernet Facts — system comparison

—



Number of bytes: 7 1 6 6 2 38 ... 1500

1010..,0101 Destination  Source -
Preamble 4| J
Starting frame delimiter
Destination MAC address

Source MAC address

Length (if <1501*) / EtherType (if >1535%*)
Payload data

Check sequence (cycling redundancy check)

*Decimal values

Number of bytes Number of bits Duration at 100 Mbit/s
Minimum length 26 + 38 =64 612 51 ps
Maximum length 26 + 1500 = 1526 12208 122 s

.|
i
HER

Industrial Ethernet Facts — system comparison



Criteria

Supports
central
control

Supports
decentral

control

PROFINET
RT

POWER-
IRT LINK

+ +

EtherNet/ EtherCAT | SERCOS Ill
IP

+

Industrial Ethernet Facts — system comparison




Criteria PROFINET | POWER- | EtherNet/ | EtherCAT | SERCOS III
RT | IRT LINK IP

Performance

.|
i
HER

Industrial Ethernet Facts — system comparison



Motion decentralized: EtherCAT

Motion decentralized: POWERLINK

/0 System: EtherCAT
I/ 0 System: POWERLINK

Motion centralized: EtherCAT

Motion centralized: POWERLINK

Small I/0: EtherCAT

Small |/0: POWERLINK

HER

200 300 400

Cycle time [us]

Industrial Ethernet Facts — system comparison



Network components
costs

External devices

Internal multiports

PROFINET POWERLINK EtherNet/IP EtherCAT SERCOS IlI

RT

+

standard
switch

integrated
switch

IRT

o o

designated for future use of
special network external infrastructure devices,
components required ! but no such use at the time
of writing

special switch, managed switch with complex
IRT support standard hubs or switches functionality required (IGMP
required snooping, port mirroring, etc.)

Siemens ASIC standard hub integrated switch, Beckhoff ASIC required 2

required very complex or Beckhoff FPGA IP-Core i

Industrial Ethernet Facts — system comparison



Sigurnost

Criteria CIP Safety

Supported
Industrial EhterNet/IP
Ethernet SERCOSIII

protocols

Open-Source
Implementation
available

PROFlsafe openSAFETY

PROFINET EtherCAT

Industrial Ethernet Facts — system comparison



SCADA - Supervisory Control And Data

Acquisition

Host computer

= Data
transfer

SCADA/HMI
software [/ AR EEEE TN

/O
control

-

/O
control

/O
control

Field
devices

Field
devices

Field
devices



Udaljeni pristup

Industrijski

PROFINET Ethernet

VPN tunel
(privatna mreza)

Sm@rt Client

e e—— )
O

| [T




Udaljeni pristup

Kaskadna veza

PacketiX.NET VPN Online Test
Environment

Virtualni HUB



Robot




Sabirnicki protokoli

PLC

Discrete 110
Wiring Harness

Hil

Robot
Control

ler

Fieldbus

CC-Link
Profibus

DeviceNet

Robot
Controller

Ethernet/lIP




Robot — zahtjevi

» Prikazati polozaj i kretanje robota
» Mogu¢nost udaljenog nadzora i upravljanja
» Integracija inteligentnih senzora

» Napredni programski elementi
» Napredna korisnicka sucelja (HMI)



Robot — prokotoli i veze

» Client-server

» Data sharing
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Socket messaging

TCP/IP Builder

- x

Socket Setup
’VanaHP (B

| 100 # TCP  UDP

™ Reuse address Create Socket Destroy Socket ‘

Connection Selup
’V P [ 127

| 56232 Kesp alive Mo delay

Cornect Listen ‘

[ Send data

Server - send

Clear

[~ Don'troute
I~ Dutof band
I Parse ASCI
™ Broadeast

i~ Receive data

Client - send

Packets: 1

Bytes 13

Clear
Detall 33>
Debugging...

Last packet: 13

System infomation

NS lack up

Help

Ahout Exit

v

A

A

TCP/IP Builder

- X

Sacket Setup
’VanaHP 2.0 .0 1 55232 (% TCP (" UDP [ Reuss address

Create Socket Destroy Socket ‘

Connection Selup
’V\P |127 [i [i] 1 | 100 Keepalive Mo delay

Connect Lister ‘

[ Send data

Client - send

Clear

[~ Don'troute
™ Dut of band
I~ Parse ASCI
™ Broadcast

i~ Receive data

Server - send

Packets: 1 Bytes: 13 Last packet: 13

Clear
Detail 3>
Debugging...

System information N5 lack up Help

Abaut Ezit




Klijent — port 30000 !

Polaris Vicra

Primarni server — port 30001

A

Vo USB kabel

Real time server — port 30003 \

\
! \
! / \ ‘1
I
|
|
|
|

/! UTP kabel

I

‘r Upravljacki program ,' : Polaris API
A —

i Fo

Alat M1 | ,’ I
I ! "'
\ : "r /
Alat M2 I Loy
I I
I
z | /
r: !

1 .

URS | client.cpp — port 30001 "”w! ;
| LN 7
| , \\ ,;
! server_UR.cpp — port 30000 4w S L7

| ~ \ #
\ \\ \.‘ - -
\ -
\ server_polaris.cpp — port 30005 - -“""' \‘
\
\

. . AN (R
Tocka koju [ Cent T — \ Lo
robot prati x client_RT.cpp = port \u || :

I

/ I : r'
/ / input.cpp ;’ li h
1 | ! ! -flr
I' \ / o
I 4 math.cpp & /) J
1
\ ~ 1 /f /’

~ - ~ ~ -7 .




Upravljacki

program

A

l

Snimanje

okoline

-«

| —

v

Prepoznavanje

loptice

v

Predvidanje

tocke hvatanja




l

RS232 stit

e

"\___,/

/

/ Arduin
e

o\

b

Ground

5
L{e] RX i (o]

20 o4
70 10 X D4 Ois Os
0 a0 BX 6, O7
9Q Os
» O _

Ethernet stit



UubDP

» 1. Racunalo koje korisniku prikazuje podatke o sustavu i koje od korisnika
prima naredbe

» 2. Upravljacko racunalo koje podatke prikupljene sa razli¢itih senzora
robotskog manipulatora obraduje i salje u korisni¢ko racunalo

» 3. Robotski manipulator KUKA LWR4+




r NC . N )
—»  Grafitko > . :
Korisnik ' Kkorisni¢ko Upravljacko
< sufelje <« sucelje ,
I 1
. JI\L v 4 J!
e .
4 N/ 3\ v E
a i Upravljacko : Komunikacija E
obot racunalo ! FRI !
« N | :
. J \ : i

- Pokretanje thredova

- Direktna kinematika

- Inverzna kinematika

- Primanje naredbi za upravljanje

- Komunikacija preko UDP protokola
- Slanje i primanje podataka od
upravljackog rac¢unala

Bg.
0




KUKA + SIEMENS
mxAutomation







Socket messaging

TCP/IP Builder

- x

Socket Setup
’VanaHP (B

| 100 # TCP  UDP

™ Reuse address Create Socket Destroy Socket ‘

Connection Selup
’V P [ 127

| 56232 Kesp alive Mo delay

Cornect Listen ‘

[ Send data

Server - send

Clear

[~ Don'troute
I~ Dutof band
I Parse ASCI
™ Broadeast

i~ Receive data

Client - send

Packets: 1

Bytes 13

Clear
Detall 33>
Debugging...

Last packet: 13

System infomation

NS lack up

Help

Ahout Exit

v

A

A

TCP/IP Builder

- X

Sacket Setup
’VanaHP 2.0 .0 1 55232 (% TCP (" UDP [ Reuss address

Create Socket Destroy Socket ‘

Connection Selup
’V\P |127 [i [i] 1 | 100 Keepalive Mo delay

Connect Lister ‘

[ Send data

Client - send

Clear

[~ Don'troute
™ Dut of band
I~ Parse ASCI
™ Broadcast

i~ Receive data

Server - send

Packets: 1 Bytes: 13 Last packet: 13

Clear
Detail 3>
Debugging...

System information N5 lack up Help

Abaut Ezit






